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El contenido de las BDs es vital y confidencial

» Se almacenan:
— Registros financieros
— Numeros de tarjetas de crédito
— Registros de pacientes
— Informacion de Clientes

— Etc.

N

-
.

= Grandes volumenes de datos _

= Contenido Estructurado, FACIL acceso a datos
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Los servidores de BD estan en la mira

% de Registros Comprometidos

Servidores de Base de Datos

2009 2010

Sources: Verizon Business Data Breach Investigations Report 2009, 2010

Se hace mucho hincapié y se costea mas la seguridad en los

dispositivos offline, en los dispositivos moviles y sistemas de usuario
final cuando estos simplemente no son los puntos mas comprometidos
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Ataques en el 2011

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Fuente: IBM Security Systems - IBM X-Force 2011 Trend and Risk Report
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2011: SQL Injection en 1er lugar
mm

SQL_Injection

HT TP_Suspicious_Unknown_Content
SQL_SSRP_Slammer_Worm
SNMP_Crack
HTTP_GET_DotDot_Data
Cross_Site_Scripting
SSH_Brute_Force
HTTP_Unix_Passwords
Shell_Command_Injection

Proxy_Bounce_Deep
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9

10

Table 1: Top MS5 high volume signatures and trend line—Year End 2011

Down
Down
Slightly Down 1 Down
Down
Up
Slightly Up
Slightly Up 4 Slightly Down

Slightly Up

Fuente: IBM Security Systems - IBM X-Force 2011 Trend and Risk Report
www.ibm.com/security/xforce
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Las defensas perimetrales no son suficientes

= Sistemas distribuidos, varios puntos de ingreso a las bases de
datos.

» Muchos sistemas y usuarios tienen acceso a los datos.

» Multas y sanciones por no cumplir con normativas SOX y PCI.
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Amenazas Externas

Robo de 130 Millones de Tarjetas de Crédito y Débito

EJ FREE FINAMCE G

Bank accounts News - [ast Updated Monday 17th August 2009

US government charge man with theft of 130
million bank card details

Monday 17th August 2009

The US government has today charged an alleged fraudster with
the theft of 130 million credit and debit card details. If proven in
court this will be the largest identity theft ever reported in the US
and one of the largest ever in the world. It is alleged that Albert
Gonzales, together with two unnamed Russian co-conspirators,
managed to hack in to the payment system of prominent US
retailers and took copies of credit card and debit card data.

U=zing complex hacking techniques the alleged fraudsters
managed to break down firewalls and gain access to the central
information databank where all of the confidential and critical data

Wasteline Containers

Ltd. was held. Albert Gonzales could be on the verge of a 20 year jail
Wiaste Containers - Front | =entence and a £500,000 fine if he i= convicted of the theft and
Load Roll Off potentially a further five years for conspiracy.

Compactor, Self Dumper While many people may jump on the Internet bandwagon and
locks accuse companies of lax security, the truth is that this particular
A ST type of fraud could have happened well before the Internet came
to the fare. Information has been held on computer systems for
mmegIE vears and ultimately while precautions are taken with regards to
security, no one system can ever be 100% secure.

linecontzin -

5. oD
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Amenazas Internas

» “Las organizaciones no ven el peligro
inminente a sus bases de datos: usuarios
autorizados.” (Dark Reading)

= “Al parecer no existe un grupo unico que
sea dueno de la seguridad de la base de
datos ... 63% de las empresas depende de
procesos manuales.” (ESG)

» Muchas organizaciones (62%) no pueden
prevenir que los Super Usuarios lean o
modifiquen informacion sensible ... la
mayoria ni siquiera pueden detectar que
esta ocurriendo ... solo 1 de 4 cree que
sus activos de datos estan asegurados de
forma segura (Independent Oracle User

Group).
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ANALYTICS BRIEF

Database Danger From Within

End users, whether malicious or uninformed, represent a serious threat

dark READING

DATABASE SECURITY

Databases at Risk

Date: September 2003 Author: Jon Oltsik, Principal Analyst

Abstract: A recent £5G Research Grief revealed that valuobie datal
IT groups and

k databasethreats:

ITis unaware of

o Cleary,
soecifi tyoes of databas Increase the risk of @ data breach? Yes. ESG's data alsa points to o

{ovg)

10UG DATA SECURITY 2009:
BUDGET PRESSURES LEAD TO
INCREASED RISK

The 2008 I0UG Data Security Report

Sporsred by ORACLE" Procuced by ELUNIS PHIERE

="l iaranon

nnnnnnnn

http://www.darkreading.com/database_security/security/app-security/showArticle.jhtml?articlelD=220300753

ftp://ftp.software.ibm.com/software//data/sw-library/data-management/guardium/analyst-reports/esg_databases_at_risk.pdf

http://www.oracle.com/database/docs/ioug2009datasecurityreport.pdf
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http://www.darkreading.com/database_security/security/app-security/showArticle.jhtml?articleID=220300753
http://www.darkreading.com/database_security/security/app-security/showArticle.jhtml?articleID=220300753
http://www.darkreading.com/database_security/security/app-security/showArticle.jhtml?articleID=220300753
http://www.guardium.com/index.php/landing/866/
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http://www.guardium.com/index.php/landing/866/
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http://www.guardium.com/index.php/landing/866/
http://www.guardium.com/index.php/landing/866/
http://www.guardium.com/index.php/landing/866/
http://www.guardium.com/index.php/landing/866/
http://www.guardium.com/index.php/landing/866/
http://www.guardium.com/index.php/landing/866/
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¢ Quién monitorea a los super usuarios ?

LI R GIE Database Security

(4 E-mail this page | @Printthis page | 3 BOOKMARK of 90 87

HSBC Database Breach
Highlights Lack Of
Accountability For IT Super
Users

IT specialist had abused his database privileges to steal
records of approximately 24,000 HSBC clients

Mar 25, 2010 [ 01:55 FM

By Ericka Chickowski, Special To Dark Reading
DarkReading

As new details continue to emerge this month akout an initially undetected
large-scale database pilfering by a former IT worker at HSBC, security experts
hope it will highlight one of the most glaring weaknesses in many a financial

institution’s database protection scheme: poar accountability for IT super users.

The breach was initially uncovered late last year, when former HSBC IT
specialist Herve Falciani tried to sell the records of an unknown number of
Swiss accounts held by French customers to officials in France charged with
hunting down tax evaders. The French authorities eventually notified HSBC of a
potential data breach and made a deal to rat out Falciani in return for mare
information on the HSBC clients in question. Atthe time, HSBC told its
custamer base that it believed the breach affected less than 10 clients.

SEARCH [

Database Security Reports

u’ Protecting Databases from Web Applications
..... Most external hacks of databases ocour because of flaws in Web

applications that link to those databases. Yet, enterprises are increasingly
gxposing their mostvaluable data to these outward-facing interfaces. In this
Dark Reading Tech Center repornt, we'll discuss how security teams,
database administrators and application developers can work together to
improve the defenses of both front-end Weh applications and back-end databases to
prevent these attacks from succeeding, and offer a look at the most frequent Web-
harne database attacks.

"D Database Activity Monitoring: Emerging Technology Keeps Tabs on
28 Assets
Yaou can read aboutthe consequences of not protecting critical data in the
daily headlines. In response, security-conscious organizations are tackling
the complexities involved in effectively manitaring their databases for
potential leaks and compromises. Fortunately, an emerging class of
software is stepping up to help. Here's what enterprises need to know ahout selecting,
deploying, and managing DAM technology.

“’ SQL Injection: A Major Threat to Data Security
= Of all the attacks taking place on Web sites across the Internet today, SGL
injection is the most popular for cybercriminals trying to hack their way into
corporate data stores. But for such a pervasive threat, there is still little
understanding within the development and datahase communities about
what constitutes a SQL injection vulnerability, how attacks againsta SAL
injection bug work, and how to mitigate the risk. We examine how these exploits wark
and what you can do to stop them.

*_  While much attention is paid to outside attackers® efforts to crack enterprise

I * Protecting Your Databases From Careless End Users
databases, IT organizations often overlook an even greater threat: end
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Herramientas “Tradicionales”
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Contras del enfoque “Tradicional”

= Costoso, desarrollo a medida.

" Hay un impacto en la performance

= No es entiempo real

= No hay separacion de tareas, DBA’s

"= No hay controles preventivos

= Costo de almacenamientoy manejo de logs (SSS)

* Complicado de mantener
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Guardium continua demostrando liderazgo

ForresterWave™: Database Auditing And Real-Time Protection, Q2’11

Risky Strong
Bets Contenders Performers Leaders

26 de Octubre, 2007: Guardium
es nombrada como lider en

Forrester Wave: “Auditoria 2001/
Empresarial y Proteccidn en
Tiempo Real”

Market presence
o

Weak Strategy - Strong

Weak

Source: The Forrester Wave ™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011. The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester

and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed

spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is based
on best available resources. Opinions reflect judgment at the time and are subject to change.
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El enfoque IBM Guardium

Monitoreo y proteccion de Bases de Datos en tiempo real

Application Servers
-
i = . 778Gl server
Informix _ §ﬁ’5”’repoint'

SYB . IBM InfoSphere
ASE Guardium ,

N NETEZZA '
Ml__]SQmL

Database Servers

Guardium Host-Based Probes Guardium Collectors

(S-TAP)
" Arquitectura no-invasiva = No depende de los logs nativos del DBMS
— Fuera de la Base de Datos gue pueden ser borrados por atacantes o

— Sin cambios a los DBMSs o aplicativos gente interna

— Impacto minimo en performance (2- Cumplimiento de politicas y auditoria en
4%) tiempo real
— Quién, donde, cuando, como

= Solucion multi-plataforma

" Reportes automatizados de cumplimiento
de normativas (SOX, PCI-DSS, NIST, etc.)

100% visibilidad incluyendo accesos locales
de DBAs
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Opciones de monitoreo

s
Mirrored Guardium
Database Collector

Traffic
Collector
Access
s P
Network
Switch

Database E ]
Traffic i\_,i]

— —

Data Server

/
Guardium
Mirrored Collector
Database
Traffic
Collector
Access
Network

1 Switch

Network
Tap

Database
Traffic

Data Server

Port Mirroring

Acceso por red

Network Tap

Acceso por red

«p INFOTECH

Collector Guardium
Access Collector
+
Mirrored
Database
Traffic

Database N_Otuf."m K
Traffic Swilch
+

Mirrored [ ’
Database

Traffic 3 il
(filtered) i\1

STAP . . .

Data Server
o

Software Tap (S-TAP)

Acceso por red, local o
conexion encriptada




Guardium € INFOTECH
Arquitectura escalable

z/OS Mainframe

Data Center en Europa

Vi

s,

Collector

~ \

Central Policy
~ \ Manager & Audit
~ Repository

o R
_——

-~

Optim &

Testy Desarrollo

Data Center en Asia Integracion con LDAP,
Archivado,SIEM, etc

Arquitectura Modular:

= S-TAP = SPAN port or = S-GATE = Collector = Central Policy
hardware tap Manager

Se conecta a un puerto SPAN en un switch para capturar una copia de todo el trafico de red
0 se usa un network tap.
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Modulos de IBM Guardium

e Prevenir ataques e Automatizar & centralizar los controles

e Monitorear y bloquear usuarios

privilegiados Monitoreo
e Detectar fraude &

e Paliticas/ Informes preconfigurados

Auditoria e Sin Cambios en la base
& e |Impacto minimo de performance
e Cumplir con controles

de cambios e Reportes a medida

Fortalecimig nformes

e Alertas en tiempo Real e Cumplimiento de normativas

e Integracion SIEM

e Evalla las vulnerabilidades
de las bases de datos
y comportamiento

e Buscar y clasificar datos
Sensitivos

e Continuamente hace un Descubrimie |
update de las politicas de segurida & e Tests preconfigurados
Basados en mejores

e Descubre bombas logicas VLRI o) Il Yo | i =cticas y estandares (STIG, CIS)

y malware embebido
e Busca DBMS en toda la red

asificacion
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Monitorea continuamente accesos a BDs

= Prevenir fugas de informacion
— Mitigando amenazas internas y externas

= Asegurar el control de los datos

— Previniendo accesos no autorizados a datos sensibles
por parte de usuarios privilegiados

= Reducir costos para cumplir con las regulaciones
— Simplificando procesos de auditoria

— Tiene impacto minimo de performance

— No requiere cambios en los manejadores de BDs.

— Automatizando & centralizando controles

« En todas las plataformas de DBMS & aplicaciones
» Paratodas las regulaciones SOX, PCI-DSS, ISO 27002, ...
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Ayuda a cumplir Regulaciones

bata NIST
Audit Requirements COBIT 1 peipss | 1so 27002 | PrVACY & | gpggo.53
(SOX) Protection
(FISMA)

Laws
1. Access to Sensitive Data v v v v
(Successful/Failed SELECTS)
2. Schema Changes (DDL) v v v v v
(Create/Drop/Alter Tables, etc.)
3. Data Changes (DML) v v

(Insert, Update, Delete)

4. Security Exceptions v v v v v

(Failed logins, SQL errors, etc.)

5. Acc'ognts, Roles & v v % v v
Permissions (DCL) (GRANT, REVOKE)

DDL = Data Definition Language
DML = Data Manipulation Language
DCL = Data Control Language



Guardium
¢ Quienes son los interesados ?

OPERACION CUMPLIMIENTO
DE DE
SEGURIDAD AUDITORIA

v Politicas Tiempo Real v Segregacion de tareas

v Rastro seguro de auditoria v'Reportes Mejores

v' Bloqueo a informacioén Practicas

v’ Controles Automatizados

sensible

v Mineria de datos & forense

Guardium: 100% Visibilidad

&

Vision Unificada

€p INFOTECH

BASES DE DATOS
Y
APLICACIONES.

v" Impacto Minimo

v" Administracion de Cambios
v' Seguridad

v Control de Configuracion

v' Patches que corrigen
vulnerabilidades instalados
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Reglas detalladas, Alertas en Tiempo Real

Rule =1 Description .nun-App Source AppUser Connection

Category |Security Classification |Breach Severity MED

Not [_] serverIp _ ]r_ ‘anwurlernm Production Servers

Hot ClientlP i and/or Group | Authorized Client IPs

ot [] Client MAC l Het. Protocol andior Group | -=-----------=----

I 1 ALERT DALY
tot ] DB Name ALERT ONCE PER SESSION
: o ALERT PER MATCH
ALERT PER TIME GRANULARITY

' Hot [ ] |DBuUser |APPUSER ALLOW

IGNORE RESPONSES PER SESSION
IGNORE SESSION

IGNORE SOL PER SESSION

LOG FULL DETALS

LOG FULL DETALS PER SESSION
LOG FULL DETALS WITH VALUES

LOG FULL DETALS WITH VALUES PER SESSION
| [ ] I 106G MASKED DETALS

Appl ication Database From: GuardiumAlert@guardium. com Sent: Wed 4/15/2009 8:00 AM

To: Marc Gamach
Server Server Ctz: arc Gamache

Subject: c1) SQLGUARD ALERT
10.10.9.244 10.10.9.56

| » 1

Subject: (c1) SQLGUARD ALERT Alert based on rule IDInnn—App Source AppUser Connection
Category: securitv Classification: Breach Severity MED
Rule £ 20267 [non-App Source AppUser Connection |
Fequest Info: [ Session start: 2009-04-15 06:39:03 Server Type: DRACLE‘ Client IP 192.168.20.160 ISEWEﬂP:
172.16.2.152 Client PORT: 11787 Server Port- 1521 Net Protocol: TCP DB Protocol: Totocol Version:
38 DB User: APPUSER

Application User Name

Source Program: JDBC THIN CLIENT Authorization Code: 1 Request Tvpe: SQL_LANG Last Error:
SQL: select * from EmploveeTable
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Bloqueo de Transacciones (S-GATE)

Application
Servers

Privileged
Users

Issue SQL

sQL Oraci;T\*'

MySQL,
Hold SQL

> DB2,
‘S-Gat(; é

Outsourced DBA Connection terminated

= Politicas para cualquier DBMS

= Bloquea acciones de usuarios
privilegiados

= Sin cambios en la base de
datos

= Sin cambios en los aplicativos
= No aumenta el trafico en la red

Sybase,
Check Policy
6 On Appliance

etc.
[root@osprey ~1# sqglplus system
SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20

Copyright (e¢) 1982, 2005, Oracle. BAll rights reserved.

Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

SQL> select * from creditcard;

select * from creditcard
*

ERROR at line 1:
ORA-03113f end-of-file on communication channel |

Session Terminated
sQL> I

=10l x|

A
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Identificar Fraude al Nivel de la Aplicacion

Joe R Marc

T

SIS —_—

o User

——

Application Database
Server Server

DE User Hame Application User Sql

APPUSER joe zelect * from EmployeeRoleiew where LzerName=?
APPUSER joe zelect * from EmployveeTable

APPUSER Marc inzert into EmploveeTable values (7,777 77 77

e
(

» Problema: El servidor de aplicaciones utiliza un usuario
genérico para accesar la base de datos
— No identifica quién es el usuario que inicio la
transaccion (pool de conexiones)

» Solucidon: Guardium monitorea los accesos del usuario
de la aplicacion y lo asocia con los comandos
especificos de SQL
— Soporte inmediato para Oracle EBS, PeopleSoft, SAP,
Siebel, Business Objects, Cognos... y aplicaciones en
(WebSphere, WeblLogic, ....)

— Deterministico vs. basado en timestamps “adivinar’

— Sin cambios en las aplicaciones
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Seguimiento a Usuarios que usan "su’

= Problema: Como dar
seguimiento a usuarios
gue hacen “switch” entre
cuentas (quizas para
borrar su rastro)?

= El logging/auditoria nativa
& las herramientas SIEM
NO pueden capturar
informacion del Sistema

= QOtras soluciones de
monitoreo de BD solo
proveen la informacion de
la cuenta shell que se
utilizé

€p INFOTECH

Actividad del usuario

login a=: Jjoe

Joeldlss.168,.30.152"'s password:

Last login: |5:17:12 2009 from 19Z2.1658.2Z0.160
[joefu2 ~]4%Jau - oracle

Fas=sword:
—bash—3.DD$Isqlplus ayatem I

SO0L*Plus: Relesse 10.2.0.1.0 - Production onh Tue Apr 14 15:17:39 2009
Copyright (o) 1552, 2005, Oracle. A4ll rights reserwved.
Enter password:

Connected to:
Oracle Database 10y Express Edition Release 10.2.0.1.0 - Production

Z0LA insert into AppUser.EwployeeTable walues (1001,6,'Joe','Swith','2alary','Bonus', 500000,1) ;

1 row created.

saL> i

Que muestra Guardium

DB User Hame ShellAcet OS5User Sal
SNETEM CRACLE | joe inzert into ApplUser EmployeeTable values (¥ ,7 77,7 /7,77
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Integracion con sistemas SIEM

Violacion de unaregla dentro de Guardium

Category Hame

Access Pule Description

€p INFOTECH

Client IP Server IP DB User Hame

/3 All Events - Database GEM on Server CIFDB - Microsoft Internet Explorer

File

Edit Wiew Favorites Tools  Help

=18 x|

| e

Q

Back ~ &3 - [¢] [ @@ | ) Search = Favorites €4| - i B

Address I@j http: fflocalhost fiview)?expert=AIEventsRGEMC atalog=GEME&count= 1 SAEPRISEC atalog=EPRISEDE&Navig=Gem&navname=aGem, Gem3ummaryistid=1260205141411

] e [unks »

B & W A Q9 W

Eventos en un
SIEM IBM

GT+00:00

[Guardium)

Dashboard ~ Trends Reports Regulations  Policy Groups  Distribuion  Settings
CIFDE » GEM » All Events [ Portal
-
All Events &= E)
Database GEM on Server CIFDB
Setup:
Month Day Year Hour Min.
Starttime |December »| [7 | [2008 »| [16 =] |0 =]
Endtime |December »| [7 =] [2009 = [16 7| [0 =]
Execute Reset
Time zone: |Event time zane j
LT . £ A5 what T4 where 4% wiho T4 % where from T/% on what T/ % where to I
Severity Date / Time # = = = = - =
(detail} {detail) (detail) (detail} {detail} (detail)
horn Dec OF 2009 16:00:00 o ; GLARDILM ; ; X
10 GT+0000 1 Login : U=zer [ Failure (Guardium) John Smith 1010956 (ORACLE) Unavailable : - 10109244
hon Dec OF 2009 16:00:00 o ] GUARDILM ] ] .
10 GT+0000 1 Login : U=zer [ Failure (Guardium) John Smith 192.168.30 61 (ORACLE) Unavailable: . /- 192.168.2.145
horn Dec OF 2009 16:00:00 . ; GLARDILM p ; X -
10 MT+00:00 1 Login : User ! Failure (Guardium) John Smith 1010956 (ORACLE) Unavailable : . f- 1010.9.56
horn Dec OF 2009 16:00:00 o ; GLARDILM ; ; X
10 GMT+00:00 1 Login : U=zer [ Failure ¢Guardium) John Smith 1010956 (MYSGL) Unavailable : - 1010956
horn Dec OF 2009 16:00:00 o ; GLARDILM ; ; X
10 GT+0000 1 Login : U=zer [ Failure (Guardium) John Smith 10.10.9.244 (DBZ) Unavailable : - 1010956
horn Dec OF 2009 16:00:00 o ; GLARDILM ; ; X
10 GT+0000 1 Login : U=zer [ Failure (Guardium) John Smith 10.10.9.56 (DB2) Unavailable : - 1010956
Mon Dec 0F 2009 16:00:00 o ] GUARDILM ] ] .
10 GT+0000 1 Login : U=zer [ Failure (Guardium) John Smith 1010956 (ORACLE) Unavailable : - 1010956
10 MEmDEE OF AU IS | Lagin : User ¢ Failurg S —RDILM John Smith 1010356 (ORACLE)  Unavailable s /- 1010356 -
-

l_ l_ ’_ l_ ’_ |\ﬂ Local inkranet
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Auditar Cambios en Configuraciones de BD

CAS Template Set Definition |

= Detecta los cambios

gue hay en los archivos

de configuracion,

H Item T Period Use MDS Keep Data
variables de entorno, () SORACLE_HOME/ *sh Fil ::tf m 12h il I:f
3 _HOME/ "= e = 2z
reglstro, SCI’IptS, etc, () SORACLE_HOME/dbs/ * File Pattern 12h s 7
i i &) S0RACLE_HOME/inventory/Templates/bn.* File Pattern 12h o o
INCluyendo CamplOosS en
.. . () 30RACLE_HOMEfdkire/bin/.* File Pattern 1Zh + e
IOS p“VlIGglOS [:] SORACLE_HOME!Apachelipachelicgi-kind.® File Pattern 12h < o
() SORACLE_HOME/bin/.* File Pattern 12h ol ol
" 200+ templates () SORACLE_HOME/ds/zin/ ® Filz Pattern 12h el e
i S0RACLE _HOME/olapicv.® File Pattern 12h o ol
preconfigurados con 2 i :
: Lt () SORACLE_HOME/soap/bin * File Pattern 12h il v
mejores practlcas para — _ _ _ _

, [£] SORACLE_HOME!sysman/admin/OMSReposioryConzfraints. properties File Pattern 12h i d
|OS SO/DBMS mas ) SORACLE_HOME/=sysman/configl *properties File Pattern 1Zh bl bl
Ut|I|Z ad oS () SORACLE_HOME=dWadminml.properties File Pattern 1zh + -‘

. ) oRaACLE BASE Environment Wariable  12h b (]
- Se pueden CUStomlzar (] ORACLE_HOME Enwironment Variable 12h o (2]
via scripts, SQL, etc. @ ORACLE SO Environment Variable 12h |4 e
i () TNS_ADMIN Environment Variable 12h d e
pruepbas a la mediaa
D zelect * from dba_db_links SQL Script 1Zh d (]
(2] =elect* from =y=.links S0L Script 12h i )
A mrlmat T from e nnenmetae CF Cmrimdt Fh o (=1

Template Set name: |Untd/Orace Template Set

08 Type: | L7 DB Type: | (rack

Current item templates:

& Lpply
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Analisis de vulnerabilidades usando estandares

Guardium oL

Results for Securty Assessment Comprehensive Oracle Assessment — Selctanotherrssut — v | P rogreso Historico

Aszessment executed 2009-08-21 12:47:28.0

From: 2008-08-20 12:47:28.0 Client IP or IP subnet: Any 1 d e p U ntaj eS

Download PDF
To: 2009-08-21 12:47:28.0 Server IP or P subnet. Any @
H I Assessment Result History
Puntaje tota
A 4
BO%
| Tests passing: 42% )
£ a0%
Based on the tests performed under this assessment, data access of the defined database environments requires improvement. a
Refer to the recommendations of the individual tests to learn how you can address problems within your environment and what you E [— ) é—
ghould focus upon first. Once you have begun addressing these problems you should alzo consider scheduling this assessment as o —0
an audit task to continuously assess these environments and track improvement,
20%
View log
Jump to Datasource list & Ma‘tiz Con IOS 0%
ok o Nk 20
1 oit oit gt
resu Itad 0Ss Showonly:  ResetFiltering ¥
Severities Scores  Test Types
Result Summary  Showing 92 of 92 results (0 filtered) Current filtering applied: ﬁm-ical 1 ;a" ﬁ;BSjBSLESERVER 1
Critical Major  Minor Caution Info Severties: - Show A1 - Filtros de N 1 ol | sl
Priviege 9p 15f — 1p 4f — — 1f — — — — — — — Scores: - Show Alf - CELItiIJHEW - NYSaL -
Authentication 2p 4f — — 1f = = 1f = = = = = = = Types: - Show All - CO ntrol Sortby:
Configuration 2p 2f —8p 3f 42 1p 3fde - Bf & - — — First ' Tl Third
- o e e e Reset Filterin Ngi')ﬁ:éé‘m ( Severity  +  Score + Datasource -
Other — 2f —2p3f — Jp— T2 — — — Bp— T -
' Apply
Assessment Test Results Compare with Previous Results Showing 92 of 92 results {0 filterad)
Cat. Test Name Datasource  PIF Sev. Reason
Other Excessive Login Failures (Production) [Cbserved] Fail ~ Critical Too Many login failures, found 15 per day.

Recommendation: An alarming number of login failures have been reported from your databases. This might be an indication of an
sttempt to break into your database, or of someone trying to stes! or damage your data. The number of login failures should be close fo
zero, especially in production environments. You should immediately inspect all attempls o sccess your database and the source of all
the login failures, and take immediate action to deny access to your database from unauthorized clients.

Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE: Fail Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found cut of defined threshold
Limited oracle - 9.59 value
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Identificar uso inapropiado de los usuarios

autorizados

Esta bien que mi empleado vea 99 registros cuando el promedio por

hora es 47
Es normal ?

Que vio Joe?

DB User Hame

=TEVE
HARRY

JOE

q

€p INFOTECH

Becords
zelect * from ar .creditcard where i=7 and =7 4

zelect * from ar.creditcard where =7
zelect * from ar.creditcard where i=7

zelect * fram
HARRY  ar.credtcard where 0002, 0003, o004

=7

select * from
JOE ar.creditcard wherg s An

=7

zelect * from ooz, Qoas, 0004, Qaos, Q0os, Qoar,
JOE ar .credtcard where 000s, 0009, 0010, 0011, 0012, 0013,

=7 0014, ao015, 001 &

zelect * from 0o 7, 0015, o149, ac20, ao21, 022,
JOE ar.credtcard where 0023, 0024, 0023, 0026, 0027, 0028,

=7 0029, a030, 003

select * from 0032, 0033, 0034, 003s, 0036, 0037,
JOE ar.creditcard where 0033, 0039, 0040, 0041, 0042, 0043,

=7 0044, 0045, 0046

select * from 0047, n04s, 0043, 0os0, nos1, 0os2,
JOE ar.creditcard whers 0053, 0054, Q0ss, Qo0sE, Qos7, Q0ss,

=7 o059, 00s0, 00&1

zelect * from Qo0E2, 0063, 0064, Q0gs, 006G, Q0ET,
JOE ar.credicard where Q0&s, Qoes, aara, o7, a7z, Qavs,

=7 0074, 0avs, 007 e

zelect * from o7y, Qava, aava, Qs0, 00E1, Qos2,
JOE ar credtcard where 0033, 0054, 0035, 0036, 0037, 0058,

j=7 0029, aoaa, 00a

*
. erISrE; dng;:‘; where 0092, 0093, 0034, 003, 0038, 004z,
o09s, 0099

=7
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Encontrar bases de datos e identificar datos
sensibles

SaL Count

Session Count

Logged Threshold Alerts
Logged RIT Alerts
Exception Count
Dropped Reguests

TCP Exceptions

Admin User Logins
Databazes by Type
Databazes Discovered
Retrospective Report Requests
“alues Changed

Throuehoot

Databases Discovered

Start Date: 2008-06-25 14:48:49 End Date: 2008-06-26 15:48:43

Time Probed Server IP Server Host lame DB Type Port
2008-06-25 15:31:00 10.10.9253  10.10.9.253 Oracle 1521
2008-06-25 15:30:58 10.10.9.253 10.10.9.253 MSSQL 1433
2008-06-25 15:30:15 10.10.9.55 osprey Oracle 1521
2008-06-25 15:30:15 10.10.9.55 osprey Sybase 4200
2008-06-26 15:30:32 10.10.9.56 10.10.9.56 Oracle 1521
2008-068-25 15:30:58 10.10.8.58 10.10.8.58 bB2 50001

Port Type
tep
tcp
tcp
tep
tep
tcp

JAdministration Con soleUAooess ManagementUTools U[hily HnnitanU S0L Guard MonilorUTap Monitor | | Incids

— o a a n g

€p INFOTECH

Buscar por la red para encontrar
instancias no catalogadas

Buscar Informacion Sensible
dentro de una base de datos

Acciones basadas en reglas
— Alertar
— Agregar a un grupo de objetos
sensibles

I.I‘" https://10.10.9.242:8443 [viewClsProcessResult.do?method=view&viewerType=assessmentResults&viewe - Internet Explorer

Catalog Schema

Nl BANKAPP CREDITCARD

Table Name

Column
Name

CARDNUMBER Send Alert [

Date: Monday, July 21, 2008 6:30:07 PM EDT
Datasource: ORACLE 10.10.9.55:1521 xe
Object: TABLE BANKAPP CREDITCARD VARCHARZ

£ | https:ff10.10.9.242:8443 fviewClsProcessResult. do?method =viewBviewerType=assessmentResults&viewedTaskld =-18noButtons =false &selectedProcessId =200 16

Rule
Description

(20) CARDNUMBER

Categery: "PCI' Classification: 'Cardholder Data"
Rule: Search For Data: Send Alert
ITARLFE TyPE=TARLENIFW DATEA TYPE=TEXT

Comments

=10

v | & certificate B

Classification Cat Data Source
Name gory Description

SEARCH_WALUE_PATTERN=TO-SH{4}-[0-SH4}-[0-9H4}-
[0-9]{4y
Action- Sepd Alert Send Alert

Cardholder Data] PCI 10-58-zystem

Urgent Flag="false’, Receiver="SvSLOGT
Action: Log Policy Violation: Send Pelicy Wiolation

Severity="10"

Action: Add Te Group Of Objects: add to group
Object Group="PCl Cardholder Sensitive objects”,
Replace Group Content="falze"

_
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Proteccion de vulnerabilidades con parcheo
virtual

Rule #2 Description Terminate Access to Wulnerable Objects @ Group Members: P d . .
Category Data Security Classification Known Vulnerabilties Severity HIGH - '° 0, A ro C e I l I l I e n t O
%BUMP_SEQUENCE.% = | b |
Not [ serverip i andfor Gruupl Production Servers ‘I - Vu n era e q u e
Mot ] ChentIP / andior Group ——————— - % 4| %CDC_DROP_CTABLE_BEFORE % no sep uede
) )
hot [] Client MAC Net. Protocol andfor Group —————————— ¥ i %CHANGE_TABLE_TRIGGER %
%CHECK_DDL_TEXT.% h d
DBType ——————————— = ot [[| Service Name and/or Group ————————— ¥ ga %CHGTAB_CACHE.% p ar C ear e
%COMPRESSDATA. %
Not [T DB Hame andfor Group e 3 - m O m ento
I Mot DB User and/or Group (Public) Authorized Users I - .r!i.
Hot El App. User and/or Group ———————————————— A i"‘i
Mot El 05 User and/or Group ————————— ¥ i"‘i
HO‘ID Src App. and/er Group - v aaa Que Ve eI usuario
tot [T Field hame andior Group M *!_* [root@ora—vml va-notes]# sglplus joe
Not I:I Object EnderrDuﬂI (Public} Vulnerable Objects (with wildcards) v'i%'I SQL*Plus: Release 10.2.0.1.0 - Production on Fri Aug 21 23:37:50 2009
Not I:I Command andior Group M #‘ Copyright (c) 1882, 2005, Oracle. 211 rights reserved.
Object’Command Group ——-——— - s Enter password:
ObjectField Group S e
Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Production
Pattern XML Pattern With the Partitioning, OLAP and Data Mining options
Period ————————— - @ igg Ebump_sequence.sgl I
*
App Event Exists |:| Event Type Event User Hame P -
App Event Values |0R23703113: end-cf-file on communication channel I
Text Numeric Date
] i ERROR : N
Min. Ct. |0 ResetInterval (minutes) 0 ORA-03114: not connected to ORACLE
Continue to next Rule [| Rec.

lAction =-GATE TERMINATE |

o Cancel & comment o Accept
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Automatizar los informes de cumplimiento

de regulaciones

Guardiunr

Weekly Database Change Management Process
Audtt process execution began 416/09 12:24 AM

A Sign Results € Continue 4 Escalate & Comment

Distribution Status: &

Comments: =
Timestamp User Comment for Result
2009-04-16 00:42:37 .0 Marc Need to review the DB login failure more closely! App User account should not fail a login

Close this window

Other Results For This Process v | @)

[ pownload PDF

Wy View

@]

= Automatiza el flujo de trabajo
— Distribucion de informes a diferentes equipos
— Firma digital

— Permite escalar, agregar comentarios & manejar excepciones

= Cumple con los requerimientos de los auditores
= Los resultados son almacenados en un repositorio central

= Agiliza y simplifica los procesos para el cumplimiento de requerimientos
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Agenda

» |[ntroduccion

* Tipos de Amenazas

» L as herramientas de auditoria tradicionales
* |[BM InfoSphere Guardium

» Ejemplos Funcionales

» CASOS DE EXITO

= Conclusiones
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McAfee.com, cumplimiento de normativa
PCI

= Quien: Empresa Global de Seguridad

= Necesidad: Proteger millones de transacciones PCI
— Mantener los estrictos SLA’s con clientes ISP (Comcast, COX, etc.)
— Automatizar los controles PCI

= Entorno: Se implemento Guardium en menos de 48 horas
— Muchos centros de cOmputos; bases de datos en clusters
— Integracion con ArcSight SIEM
— Expandirse luego para cubrir SAP asi se cumple con SOX

= Soluciéon Anterior: Repositorio central con la informacién auditada, logeo nativo en DBMS
— Volumenes de datos en cantidades enormes; performance & la confianza en los mismos.
— Problemas con la separacion de obligaciones/tareas (SOD)

= Resultados:

“McAfee necesitaba una solucion que de forma continua y en tiempo real mantenga la visibilidad de los
datos sensitivos de tarjetas de crédito - con el fin de detectar rapidamente cualquier actividad no
autorizada y cumplir con PCI-DSS -dada nuestra gran cantidad de transacciones diarias , el rendimiento y
confianza eran cruciales.
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Dell, simplificar la seguridad empresarial

DELL IT SIMPLIFY

= Quien: Se conecta con mas de 5.4 millones de usuarios/dia.
ENTERPRISE SECURITY

= Necesidad:
— Mejorar la seguridad para cumplir con SOX, PCI & SAS70

— Simplificar y automatizar los controles para cumplir con las normativas e e e

m Implementacién de Guardium: Published case study in Dell Power Solutions
— Fase 1: Instalado en 300 servidores BD en 10 centros de cémputos (12 semanas)
— Fase 2: Implementado adicionalmente en 725 servidores de bases de datos

= Entorno:
— Oracle & SQL Server sobre Windows, Linux; Oracle RAC, SQL Server clusters
— Oracle EBS, JDE, Hyperion

= Solucion Anterior : Logeo nativo (MS y Oracle) con scripts (desarrollo)

— Problemas de compatibilidad; mucho tiempo para los DBA; mucho volumen de datos;
problemas con separacion de tareas..

= Resultados: Informes automaticos; alertas en tiempo real; politicas centralizadas;
Control de cambios

“Guardium cumplié con nuestros requisitos sin causar interrupciones en las bases de datos,
produjo una reduccion significante en los gastos generales de |la auditoria de las BD.”
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Elegido por mas de 500 organizaciones
lideres a nivel mundial

5delos 5

bancos top globales 4 de los 4 hospitales top

mundiales

2delos 3

retailers top globales | Agencias mas

Importantes de

gobierno
5delas 6
aseguradoras top
globales
8 del las 10

telcos top globales

El nombre mas
reconocido en PC’s
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Agenda

» |[ntroduccion
* Tipos de Amenazas

= |Las herramientas de auditoria tradicionales

IBM InfoSphere Guardium
» Ejemplos Funcionales
= Casos de éxito

» CONCLUSIONES
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Conclusiones

= Manejo de logs tradicionales, escaneo de redes y SIEM son
Insuficientes para asegurar el valor de las bases de datos

=  Guardium es las soluciéon mas utilizada, en centros de datos a nivel
mundial de gran demanda

— Arquitectura escalable ‘
— Soporte multiples plataformas |

~ 3
— Control granular
— Automatizacién para reducir la carga de trabajo
Visibilidad Deteccion
Comprender los accesos a los datos Accesos no-autorizados en tiempo-real
(quién, qué, cuando, dénde, cémo) (cambios en esquemas, errores, logins fallidos)

Prevencion

Detener accesos no autorizados
(pasivo o en-linea)
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MUCHAS GRACIAS III

E-Mail: pablo.garula@infotech.com.uy

Web Site: www.infotech.com.uy
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Plataformas Soportadas de BD y S.O.

Supported Platform Supported Versions OS Type Version 32-Bit & 64-Bit
Oracle 8i, 9i, 10g (r1, r2), 10g RAC,11gR1, 5.2,5.3 Both
11gR2, 11g RAC AIX :
- 6.1,7.1 64-Bit
Oracle (ASO, SSL) 9i, 10g (r1, r2), 11gR1, 11gR2
z/0S 1.10,1.11,1.12
MS SQL Cluster, 2000, 2005, 2005
Microsoft SQL Server x64, 2005 IA64, 2008, 2008 x64, HP-UX 11.11,11.23,11.31 Both
2008 1A64, 2008 R2 x64/x32/Cluster _ _
Red Hat Enterprise Linux 3,4,5,6 Both
Microsoft SharePoint 2007, 2010
IBM DB2 (Linux, Unix, Linux for Red Hat Enterprise Linux for
gl 4
System z) 9.1,9.5,9.7 System z S
IBM DB2 (Windows) 9.1,95,97 SUSE Enterprise Linux 9,10,11 Both
IBM DB2 Purescale 9.8 SUSE Enterprise Linux for
IBM DB2 for z/OS 8.1,9.1,10.1 System z 9,10,11
IBM DB2 for iSeri V5R2, V5R3, V5R4, V6R1 .
or oeree : Solaris - SPARC 8,9,10, 11 Both
IMS 9, 10,11,12 (12 when available)
Solaris - Intel/AMD 10,11 éo'Bolth' 11-64-
VSAM see OS version support, part of z/OS it only
(not separately versioned) Tru4 5.1A,5.1B 64-Bit
IBM Informix 7,9, 10, 11, 11.50, 11.70 Windows 2000, 2003, 2008 Both
iSeries i5/0S*

Sun MySQL and MySQL

Cluster 4.1,5.0,5.1,5.5

Sybase ASE 12,15,15.5

Sybase 1Q 12.6,12.7,15

IBM Netezza NPS 4.5, 4.6, 5,0, 6.0, 6.02
PostgreSQL 8,9,9.03,9.04

Teradata 6.x,12,13,13.10

FTP

Window File Share (WFS)

Windows 2003, 2008
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Aplicaciones y Aplication Servers Soportados

Supported Application Server Platforms

Supported Enterprise Applications o
PP P PP (for other enterprise & custom developed applications)

Oracle E-Business Suite IBM WebSphere

PeopleSoft BEA WebLogic

Siebel Oracle Application Server (AS)

SAP JBoss Enterprise Application Platform
Cognos + Others based on customer demand

Business Objects Web Intelligence

+ Others based on customer demand




