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v" Secure Private Cloud - Compartiendo
Infraestructura

v’ Stealth - Garantizando la Seguridad

.
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Unisys Secure Private Cloud
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Unisys Secure Private Cloud

k S e
Evolucionando su Entorno Virtualizado

Gestion de
Self Service Portal Capacidad y costos Gestion de SLAs
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v' No depende de API, Vendor de HW o SW
v" Fisico o Virtual
v' Mantiene o incrementa el nivel de ITSM (ITIL/COBIT)
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SPC ofrece un portal de autoservicios para aprovisionamiento vy
gestion de recursos fisicos o virtuales.

Secure Private Cloud

Welcome Home ornmlsmon an anage Administration

Manage Resources Resource Overview

Manage Requesis

Filter power State El —Mone— EI Clear
[Tenants and Projects
¥ “y MName Blueprint Name Lease Duration User Tenant Name Project Name
Resource Utilization -
@ '._é JAM-Test-1 Import Wikware Wirtual Mon Jan 18 00:00:00 Multisys Sales SPCZ Multisws Sales
Machine CST 2012
= jam-test-sles-1 Multisys-SLES11 Permanent Admin Cloud SPCZ Multisys Engineering
(=] am-test-rhel-1 Multisys-RHSU4 Permanent Admin Cloud SPCZ Multisys Engineering
[= ] jam-test-w2k3-1 Multisws-WVWW2KIRZ Permanent Admin Cloud SPCZ Multisys Engineering
L= jam-test-w2k8-1 Multisws-WVWZ2ZKERZ Permanent Admin Cloud SPCZ Multisys Enginesring
= am-test-rhel-uco- Multtisy=-RHSU4 Permanent Admin Cloud SPCZ Multisys Engineering
notification
=2 am-test-rheluco- Multisys-RHSU4 Permanent Multisys SPCZ Multisys Engineering
notification-2 Engineering
10 [=] U4 4 | page1 ef1 sl % 11-1an-201Z2 [7:52] (1 to 7 of 7 items)

Resource Details

Mame CJAM-Test-1

Blueprint CImport WMware Wirtual Machine

User Unigue ID I SPCZ Multisws_MultisvsSales

Resource Type : CloudirtualResource

Lease Duration :Mon Jan 16 000000 CST 2012

Lease Pre-Expiration :Do not send Lease Pre-Expiration Motification

Motification

Self Service Portal
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Infraestructura Convencional
¥

Aplicacion A Aplicacion B Aplicacion C

T S

v’ Cluster para servidores criticos

v Recursos dedicados

v Recursos no Balanceados v Utilizacion no eficaz de Recursos

v Islas de Procesamiento v’ Servidores siempre prendidos

L
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Infraestrutura Compartiendo recursos

Aplicacion A

v/ Asigna recursos
dinamicamente
desde el pool

v’ Agrega recursos
cuando es necesario

v’ Libera recursos

______________________________________

1 1 . .

e e P e P e e el inactivos o sub-
SRR R B utilizados
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R R L Ejecutqfallover

' CAIC I I I automatico

R el el e el [
e : v' Apaga servidores

Pool de Servidores inativos
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Entorno de SAP Optimizado con SPC

2x Cloud physical servers 8x Cloud physical servers
Virtual SRM DB

Server CONTENT MGT APO DB B GTS DB SRM CI
T&D PORTALS APO LIVE CACHE Bl DB GTS ClI ESX VM

Virtual TREX
Server IEXEEE 5P 08
T&D NS RF GATEWAY

WEB APP SERVER
ESX VM

SAP CI
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Optimizando Entornos Fisicos de SAP con SPC

SAP SCM SAP R/3

CORE App servers

CORE PASSIVE
4X Node B

SCM PASSIVE

2X Node B

CORE 4X Database CI
Node A

SCM 2X Database ClI
Node A

SAP SRM SAP BI

SRM PASSIVE

|
|
4X Node B

2X Node B

CORE App servers

SRM 2X Database ClI [ .
———
SAP MDM SAP PORTALS
MDM PASSIVE PORTALS PASSIVE
2X Node B 2X Node B
MDM 2X Database Cl PORTALS 2X Database ClI
Node A - Node A
SAP APO

APO PASSIVE

2X Node B

APO 2X Database Cl
Node A
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Disaster Recovery —

guipos de

SAP R/3

CORE App servers

GTS DB
TS Cl
SRM DB
CBECEe——  SRM Cl

Bl DB ESX VM

CORE PASSIVE
4X Node B

CORE 4X Database CI
Node A

CONTENT MGT
PORTALS

APO OPTIMIZER
APO DB

APO LIVE CACHE

GTS DB

ESXVM

Test / Dev
Disaster
L Recovery

TS CI
SRM DB
RM CI
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Design Studio :
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Design Studio :

lementacion de SLAS

File Edit mavigate Search Project Run Window Help
P s O s e S s [ T e |

|} Designer

Open Perspective P [
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Service Organization

5= outline

| =
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UNISYS

) C:\Unisysistudio ” &3 Designer - Serpro/src... % 3:58 PM

© 2012 Unisys Corporation. All rights reserved. 14




Operations Console:

__onitorea y permite reac
R —

a Operations Console
I

C

CPULoad

Favorites

WatchProcessor fid=1}| A

SLA

Application State

Service Organization

=] %ocessnrmnimr {1.3.18}
LoadManager {id=1}

Windows {hostname=enigmatec-

EI:: WatchProcessor {id=1}| A =

WatchProcessor {id=2}

APPLICATION RUMMNIMNG —
APPLICATION STOPPED [

CPU Load
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I—@ Windows {hostname =server 2} e Persent 22,12
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LoadManager {id=1} Previous: 79.86 Current: 82.12
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o] windows {hostname =host46}
Ha| Windows {hostname =host37}
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indows {hostname=host23}
BME Scralling

Load Reduction

Initiated: 06/05/24 16:48:24

98.00
Phase Actual I

Phase Predicte.! |

an an

Total Predicted I 1
150
[ Predicted| Actual
1. OVERLOADED 90s 93s
2. REDUCING 90

1 All Effectors

Name

exscute

kill

killProcess

launch

reboot

retrievesl Process

refrisveCPUTime

refrisvelachelnformation

retrievel ogical Disklnformation

retrigvehlemllsages

refrisveMemoryinformation

refrisvePhysical DiskInformation
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Interoperabilidad

CMDB Systems Configuration Management

* BMC Atriurn CMDB * Microsoft System Center Configuration + BMC Event Manager
« HP Universal CMDB Manager _ + CA Spectrum
« VMware SM CMDB + VMware vCenter Configuration Manager « EMC lonix Network

Configuration Manager (NCM)
+ EMClonix IT Operations
Intelligence (ITOI)
HP Network Node Manager (NNM)

- - ] _H_ -
Provisioning Service Management

+ HP Operations Unix (OVOU)
. BMC Bladelogic - BMC Remedy Service Management Desk + IBMTivoli Enterprise Console (TEC)
. Dell Scalent - BMC Remedy IT Service Management Suite + IBMTivoli Netcool OMNIbus
+ |IBM Tivoli Provisioning Manager - BMC Service Desk Express : MlchSi?ft System Center
. HP Opsware SAS « CA Service Desk Manager Operations Manager 2007
+ Novelle Platespin » FrontRange HEAT .
« Sun N1 Provisioning System + HP Service Center Universal Adapters
+ VMware vCloud Director + HP Service Manager
. VMware vCenter * Symbox Change Manager
= VMware Service Manager « CIM
+ Command Line
L] L] - " = o L E .I
Middleware Virtualization* Directory Services . FlatFile
= JMS5 (Java Message Service)
. LDAP + JDBC (Java Database Connectivity)
+ BEA WeblLogic » Citrix Xen Enterprise . . . « IMX
. IBM Websphere MQ . IBM APV/LPAR * Microsoft Active Directory | gupp
« SonicMQ » Microsoft Hyper-V = SSH
« TIBCO = Sun Solaris Zones = WebServices (XML)
» webMethods - VMware vSphere/vCenter

®
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Service.

Planeamiento de Capacidad/Costo e

El SPC recolecta y almacena la utilizacion de recurso
para servidores fisicos y virtuales.

— Monitorea Servidores, Aplicaciones y procesos.
— Genera informaciones para costeo/cobro.

— Analisis de tendencias y Plan de Capacidad

— Reporte de uso de aplicaciones concurrentes
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T Fle Joos Window Help

S

IrputDala Usage Data |

Server ?:/IEmuvyAl\uDaled SE'YEI CPU Time Selrver 1/0 Disk. B Systems techvology
A r 4
5 [ i . Federa Systems
[ |
Federal Systems \ [ Human Resources
Finance
BlobalIndsbies [ Glebal Idusties

FG0s Semver 1/0 Network Semver Storage [ Woldwide Sales

Human Resouces e y

[ Offce of General Counsel | | [ Gois

|
chnobo
arldide Sales \‘ B Firsce
b [ Ofice o Generd Counsel
[ Sources
seis

This Year hd Memory Scdlar Vigw Data As

Startfinc] ,W W - + +- | 14| Calculation Method |Em‘ Adjusted K| IP\E Chart |
Stpfee) (035 20800 ¥] HENE
Interval [ 1= [venies =] Stoe 5 Sl [ounBy Deparment =] Load | Rz

ezl Departrent Level Child Depariments ¥ Hefp

[ ]
UNISYS _ _ _
© 2012 Unisys Corporation. All rights reserved. 17

Loa 4]

9Intervals Selected




VDI Solutions

IDC MarketScape Desktop Virtualization Vendor Assessment

IDC MarketScape: Desktop Virtualization

Leaders

v’ Fuerte tendencia para 2012

/ En Illnea Con estrateglas de mov”ldad Guest Software —

Microsoft—

v Ayuda a reducir costos de licencias £ e ® o toarne
v Simplifica la gestion de aplicativos 3 wnconoae—e
v Reduce el ciclo de refresh de los equipos e o
v Seguridad, backup, TCO, etc...

Strategies e

Source: [DC, 2011

L]
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Virtualizacion de Desktops

Costs

52%

Security 49%

Manageability

Flexible remote access

Reducing electric consumption costs

Reducing environmental impact

Other

Source: Forester Enterprise And SMB Hardware Survey, North America And Europe, Q3 2007
UNISYS
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| aidea es Buena...Pero Hacerlo...

OUR DESKTOPS ARE USING I DID MY PART BY
READING ABOUT WHY IS YOUR PART
TOO MUCH ELECTRICITY. VIRTUAL T2ATION IN TAKING SO LONG?

LWJE NEED TO VIRTUALLZE.

A TRADE JOURMAL. NOWJ
YOU DO THE SOFTWJARE
PART.

31208 © 2008 Scotl Adams, inc./Dist. by UFS, Inc.

5 www.dilbert.com  scotadama®aal.com

L]
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Cloud para Desktop Virtual

Portal Auto Servicio
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Unisys SPC + vBlock

vmware Virtualization
bl Unified Computing
CISes Network
EMC Storage

L
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Ecologicamente Correcto
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UNISYS

Stealth Solutions

Repensando los mecanismos de aislamiento de



Stealth

Como surgio ?

Multiples Redes
* Complejidad
* Costo

Data Center GIG LAN Infrastructures Users

L]
UNISYS . . .
© 2012 Unisys Corporation. All rights reserved. 25



Como simplificar ?
Comunidad de Interes - COI

B Area 1
B Area 2
B Area 3

L]
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Stealth Mode

B Areal

L]
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Stealth Mode




Stealth Mode

o —

UNISYS

© 2012 Unisys Corporation. All rights reserved.



MLSTP — Multi Level Security Tunneling Protocol

0.

... G(01000111) ...

... $(01010011) ...

Encriptado
(AES-256)

Distribuido
en slices

Enviado por
caminos
distintos

e ©
Parsed Intranet NIC

v v VR A%

Recuperado por\/
el usuario final

UNISYS


../../../../Videos/Stealth for Network.wmv

Aislamiento de redes y gestion de accesos

Considerando:

v'Reglas de Seguridad
v'MUltiples Redes
v'Soluciones de VPN

v'MlUltiples tablas de Rutas

v'Multiples reglas de Firewall

v'NATs, PATs, DMZs

L]
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Stealth:
Antes del Sistema Operativo = Bajo impacto para adopcion

. Application

. Presentation

Stack de Red . Session
. Transport

. Network
ik Stealth
. Physical

NIC

UNISYS
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Unisys Stealth Data Protection Solutions

Compute Infrastructure  End-User Infrastructure Storage Infrastructure Network Infrastructure
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«—— Stealth Solution Data Protec'twion —
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Proteja sus ejecutivos

¢
.
-

L
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Proteja sus ejecutivos

L
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Proteja sus Servidores de mision critica

[ ]
UNISYS _ _ _
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Proyecto Stealth para ATMs

STEALTH METWORK STEALTH GATEWAY CLUSTER CLEAR TEXT NETWORK
QJ Configuration
Conzole
L=
1]
ROUTER A Maonitoring Stand Alone
FIREWALL 1 Server Authentication Server

INTERMET PERIMETER ISP A

INTERMET PERIMETER
SWITCH

ISPB
Frame Relay

ROLUITER B

FIREWALL 2
INTERMET PERIMETER IS5F C

CECE .

ou ROTEADOR

I5PC
Link Satellite

ROUTER C

FIREWALL 3
INTERNET PERIMETER ISP C APPLIANCES STEALTH
Cluster FOLB

FIREWALL n
INTERMET PERIMETER ISP n

L]
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Garantizando seguridad y rastreabilidad a traves de

Certificados

e-CPF
Legenda: -
—_ Rede Stealth A1
- Smart Card |
/\ — . . = Rede Clear Text Reader |
:: Estacdo de Acesso Remoto | |
= | Stealth VPN Mode |
I
N
Mainframe ePortal Internet
Roteador Intranet
IP Publico I
I
_____ I
I
.............. - - X—— ¢——J
’ Roteador
Servidor DHCP IP Rede de Appliance Stealth Internet

Stealth Clients Acesso Gateway




Stealth Secure Virtual Terminal
(SSVT)

UNISYS



Coast Guard buys Unisys solution to

protect sensitive data for mobile workers

« Wed, 2012-01-11 11:13 AM The U.S. What is
Coast Guard recently purchased 100 Steaith Secure ~
units of the Unisys Stealth Solution for Virtual Termioers ( \
Secure Virtual Terminal (SSVT) which _—
allows mobile workers to securely access
agency networks and data while traveling
and between deployments.

* The Unisys SSVT can help keep a mobile user’s data secure and readily
available only to those authorized to view the data. SSVT combines the
power of Unisys Stealth Solution for Network with a customized, dedicated
and portable federal government-certified USB device. Users plug the SSVT
unit into the USB ports of their laptops or mobile devices to securely boot-up

and establish network connections with an enterprise network.
UNISYS
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http://www.unisys.com/

Stealth to Shield Australian Defence Systems

« Thales” Australia division is part of a global conglomerate that serves
the defense, aerospace and space, security, and transportation
markets.

* The engagement focuses on securing the virtual desktop infrastructure
(VDI) of Australian Defence’s Special Project Coordination Office

* Unisys currently supports more than 100,000 desktop computers at 460
Defence bases in 12 regions across Australia.

* The Unisys solution will compartmentalize the virtual network space
through enhanced security methodologies and technologies. Stealth
will then control who can log into each compartment, and ensure they
can access only the relevant file server and storage.

[ ]
UNISYS _ _ _
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Departament of Defense

Naval Surface Warfare Center : ...Stealth ha demonstrado proteger sin fallas el acesso a
datos por usuarios no autorizados. Una vez que uno esta asignado a una comunidad de
seguridad el usuario recibe sus certificados. Basado en estos certificados el usuario obtiene
acceso adrives, carpetas de red y servidores. Sin el certificado adecuado, stealth oculta

todos los dispositivos de usuarios o administradores

®
© 2011 Unisys Corporation. All rights reserved. © 2012 Unisys Corporation. All rights reserved.


http://www.cwid.org/2010 Final Report/htmlfiles/749ia.html
http://www.cwid.org/2010 Final Report/htmlfiles/749ia.html
http://www.cwid.org/2010 Final Report/htmlfiles/749ia.html
http://www.cwid.org/2010 Final Report/htmlfiles/749ia.html

Hertz New Zealand

Unisys Stealth Solution

T Aetaesaien
R —

Problema:

Hertz Nueva Zelandia tiena mas de 40 sucursales y sus sistemas de
reservaciones operando 24-horas al dia. La gran mayoria de sus
clientes utilizan tarjetas de crédito para el pago y Hertz necesitaba
cumplir con la norma Payment Card Industry Data Security Standard
(PCI DSS) - desarrollada para prevencion de fraudes y aumentar el
control de acesso a datos

Solucao:
Unisys Stealth

Data Center

LAN/WAN

Stealth
Appliance

Hertz

Resultados:

 Alcanzado el deadline para estar en
conformidad con la norma Payment Card
Industry (PCI) Data Security Standard
(DSS)

* “If you can’t be seen, you can’t be
hacked” — Stealth differs from traditional
network management schemes by enabling
changes to the network through the Identity
Management System, and not risky
physical changes to infrastructure assets”

UNISYS

© 2012 Unisys Corporation. All rights reserved.


../../../../Videos/Stealth for SAN Animation.wmv

Stealth Solutions
ay muchos casos de USo pa

Escenarios

« Payment Card Industry

« Secure Private Cloud and Outsourcing (data separation)
* Network Consolidation

« Home and remote TeleWorkers

 First Responders Emergency Communications

» Development and Test environment isolation
 Anti-Phishing/Malware for Banking

« Point of Sale, ATMs, or Self-Service Kiosks

« Securing CCTV and video surveillance storage

« Supervisory Control and Data Acquisition (SCADA)
« Navigation systems isolation

« High Value Data Enclaves for Mobile Enablement

L
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Stealth y SPC

Protegido por Stealth

. - DB Senver A
Virtual Servers
App Server B

Internet

DB Server B

~TLL

Stealth Data at Rest
Databases Ae B

®
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Stealth y SPC

Commodity Access Networks

Workload

& "
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‘ @ Users
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Stealth Infrastructure
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Unisys Secure Private Cloud y Stealth

UNISYS



UNISYS

Gracias !!




