Como administrar mas de
300 servidores con 3
personasy 2 ...

Y N0 morir en el
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Automatizacion de tareas

$ Microsoft®
4] System Center

Orchestrator
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La experiencia del




Infraestructura del
BROU

+ 250 servidores virtuales
(Hyperv)
+ 100 servidores fisicos
(Windows Server)
2 Datacenters

7 Clusters (Activo-Activo)
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Infraestructura del BROU

Servicios gue brindamos y administramos

Hyperv « Sl

Exchange * File Serves
Sharepoint « System Center
Plataforma E-Brou < Servidores Web
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Gestion de la Infraestructura del BROU?

Adm y conf de
Aplicaciones

\ | \@
M g a /IN i
e @Qpiig X
Monitoreo ﬂ
Order Web
TrackerDN e Order01

\J

Adm
Virtual
=0V 27 [§]BANCO

3 personas

Storage

Y el 12 ~=|REPUBLICA




Recursos 2010-2012
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Beneficio Obtenido

« Desde la implementacion de Opalis-
Orchestrator (2009 a la fecha) se
pudieron ahorrar mas 1.500 horas
hombre/ano
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Herramientas utilizadas

Microsoft*

System Center
Data Protection Manager

N 4 System Center

Service Manager

W

(AN

OO ] !

~

Microsoft®

System Center
Operations Manager

Microsoft®

System Center
~ Virtual Machine Manager

T

Microsoft®

N
System Center | 2 ’
Configuration Manager | p— >
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Ejemplos de automatizaciones

« Tareas Manuales Control de cambios

« Scripts Batch
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Que se puede hacer con Orchestrator ?

Disminuir el costo de entregar servicios en el
datacenter mediante:

« Automatizacion y estandarizacion de procesos
mediante la familia de productos de System
Center

* Integracion con herramientas no-Microsoft
como parte del flujo completo

« Compartiendo informacion entre los sistemas
sin utilizacion de coédigo
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Proceso de Analisis

Automatizacion de configuraciones

Remediacion de Incidentes Niveles de Servicio

Aprovisionamiento de servicios Automatizacion de Procesos

Entradas \\ ' //— Tareas Repetitivas

Frecuencia de Uso

Esfuerzo de Automatizacion

Excepciones

Salidas ) @

Candidatos a crear RunBooks
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Que analizar?

¢ Qué procesos son los que mas tiempo requieren a
los administradores?

|dentificar los niveles de servicio que sufren mas
¢ Qué problemas se repiten con mas frecuencia?

¢ Cuales son los procesos mas caros para la
empresa?

¢ QUué errores de proceso son visibles para los
clientes y se deben evitar?

Tareas repetitivas
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|dentificar tareas

* |dentificar procesos manuales
— No documentados
— Inconsistentes
— Propenso a errores
— Lentos

* Procesos complejos y que requieren
Interactuar con otros productos

« Mantenimiento de scripts
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Frecuencia de uso

Detectar necesidades
Identificar procesos de uso frecuente
Analizar tickets

Calcular frecuencia de uso
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Determinar el esfuerzo

« Esimportante ir mas alla de la identificacion de la
frecuencia con respecto al proceso, también se debe
determinar cuanto esfuerzo y los gastos que estan
Involucrados.

« Tenemos dos procesos que se repiten 10 veces a la
semana,
— uno se toma 5 minutos para terminar
— el otro 60 minutos.

— Tiene sentido asignar una mayor prioridad al segundo proceso
(mas mano de obra y mas caro)
=.|BANCO
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Variacion / Excepciones

No todos los procesos pueden ser automatizados

Complejidad y tiempo de desarrollo pueden llegar a
Ser costosos

Las entradas pueden ser variables y se necesita la
Intervencion de un operador
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ROI

Analizados los puntos anteriores, se debe tratar de
calcular el ROI de la automatizacion

Analizar el esfuerzo a realizar
Analizar complejidad de los Runbooks

Determinar el impacto de la implementacion
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Beneficios de Orchestrator

Definir, construir, organizar, gestionar e informar
sobre las politicas de este sistema de apoyo y los
Procesos.

Automatizar las tareas con una minima necesidad de
programacion y scripting.

Integracion de multiples herramientas informaticas
de gestion

Resolucion de errores conocidos (automaticamente)
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Conclusion

Interactuar con todo tipo de elementos de la
Infraestructura para automatizar los procesos que van
desde lo simple a lo complejo

Posibilidad de crear nuestros propios MP
Aprovisionamiento de servidores y servicios

Instalacion de aplicaciones en forma automatizada.
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Inventario de Flujos en BROU

Mas de 200 Runbooks en Produccion

Aproximadamente 100 Runbooks ejecutados por un
operador sin experiencialll

Mas de 50 RunBooks agendados

Mas de 20 RunBooks solucionando alertas de SCOM
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Componentes de SC Orchestrator

Workflow

Designer Action Server

Watchdog

Management
Service

Operator’s
Console

GUI Data Store Action Servers

(Design, manage, report) (Store process logic) (Run processes)




Herramientas
« Runbook Designer

ITi'i.-'S‘,..-'sten'l Center 2012 Orchestrator Runbook Designer
Acktions  Edit Options  View Help
ik Refresh | B run Ml Stop | Bl checkIn |2 Check Out E Undn Check cub B Runbook Tester | Crchestration Console |

Connections & Mew Runbook I Activities
dt Ak System
®End Process ﬁQuery Wiy PT
W Set SMMP Yariable e Restart Swsktem
.—L:-:’.Monitor SMMP Trap D_‘fRun ek Scripk
ol

5180509

workFloves 2] Scheduling
BRI L
“u Monitaring
SZ2012 Solutions
=/ Compuber Groups
2 Runbook Servers
“+ Global Settings v Motification

Zounkers
w Wariables ﬂi_. Litilities

p Schedules

File Management

== Text File Management

=l Data Protection Manager 2010

SC 2012 Data Protection Manager
= Configuration Manager 2007

E SC 201 2 Operations Manager

SC 2012 Service Manager

iGN “irtual Machine Manager 2005 B2
E SC 201 2 Wirtual Machine Manager
i‘?& Runbook Cortral

Liog I Log History I Audit History I Events I
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Terminologia y Conceptos

Que es un workflow (policy)?
Check-in/Check-out

Logs / Historial de Logs
Auditoria de politicas
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Fundamentos de Integracion
« Bus de Datos para intercambio de informacion

> j' JHJ"'

' Move \/M yCPU
res
V-\ M

i 3 & g
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Herramientas
« RunBook Tester

EA System Center 2012 Orchestrator Runbook Tester [Copiado de archivos de desarrollo a test]
File Wiew Test Help

[ Bun H[“:Step Through | MStep W Stop | aTuggle Breakpaint

Run Timle Froperties I_‘j @ »

Cuztorm Start Stop SimuladorBEI Stop Simuladar BEI Copiado dg Archivos Start Simulador BEI Start SimuladorBEI
Site 5180C538 AppFool 51800538 de Instalacion AppPool 51800538 zite 5180538

ig
Mail copiado de
archivos

Dezign Time Properties

Rezource Browser

||Cumputer Groups

|Cuunlers
rv'aliahles
|5 chedules

= | REPUBLICA




Herramientas
* Orchestrator Console

gﬂrchestratio Console - Windows Internet Explorer

@ A I.f; http:/is180scod:&2)# /RunbooksP. ﬁ)ﬂ | K = Crchestration Consale »

n, Microsaht Orchestrator
~_ System Center2012 Welcome, 62300! Help

Runbooks Details for "Envio de archivos de log’ Actions

Summary | Jobs | Instances

| Micolas Refresh Runbook
SGR

Instance Statistics (Historical)Since 10:00 AM Last 24 Hours  Last 7 Days [‘ Start Runbook
’E&En'\:io de archivos de log
| Failed 0 0
| Workflows B stop Runbook

Warning 0 1

| Success 0 0 D\’iew Jobs
o = View Instances
Instance Statistics (Current)
In Progress 0 5| View Definition

b

Job Statistics (Historical)
€3 Failed
. Canceled

Runbocks 'ﬂ:" Completed
Runbook Servers [ Created

Events

© 2012 Microsoft. All rights reserved Privacy Feedback
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No esta desarrollado un IP? No Problem!

Hagalo Ud , como?

QIK - Software
Development Kit
(SDK)
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Dpalis Integration Server

Ejemplo de automatizacion

= | [ Stare B Stop | Ml checkin 7 checkout ¥ Undo Check Out {5k Test | Operator Consale

Connections & 1. Inicio Deploy | Ohjects

o & =ystem
51805001 ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ End Process

@ Palicies Stop MLE From Deploy WS Start MLE From Stop MLE From Deploy WS Start MLE From EGEE SMMP Wariable

) i Produccisn S160WS01 S160WS01 S160WS01 S196WS01 5198501 S196WS01 & Monitor SNMP Trap

i) Mesade ayvuda @Purge Ewent Log
ﬁ Pg“h P;.“aa P;.“aa Pﬁ‘ﬁ ﬁ S ey

Restart Syst

Stop MLB from  Deploy WS Start MU from Stop MLB From  Deploy WS Start MUB From GE (FEEETHS SIS
S1E0WSO2  S180WSO0Z  S180WS02 SI9EWSO2  S196WSO0Z  S196WS02 [ETRun .Met Script

Run Program

= ri Q?Run S5H Cornmand

Sawe Event Log
Cuskom Stark @& Send SMMP Trap
&+ Set SMMP variable

i
: B startjStop Service
=) WS Canales-SFE_Test éiﬁ Iﬁiﬁ éiﬁ

-I(3 Computer Groups
[ Action Servers Stop MLE from  Deploy WS Start MUE From Stop MLE from  Deploy WS Start MLE From
@ Global Settings S180Canl S180CAa0l S180Canl S196CAa01 S19aCA01 S196CA01 E Scheduling

ﬁ ﬁ &iﬁ $ Monitoring
E.j File Managetment
Stop MLE fromm Deploy %3 Skark MLE From Stop MLE fromm Deploy W3 Skark MLE From 2 Bl

S180CADZ S180CA02 S180CAD2 S196CA02 S196CA0Z S196CADZ
=, Motification

S Ltilities

5 Legacy

(3 Local Computer Security

,l]s Text File Management

[ | Microsoft SharePoirt

@ Microsoft Active Directory 2

@k Cpalis Lilties

£ Quick Integration kit 3.0

o Gluest Software

[(E] Sy=tem Certer Configuration Manag
Microsoft Operations Manager 200
Systemn Center Service Mansger

Microsoft Stis

[Z)] Swstemn Certer Data Protection Mand

g Swstem Certer Yirtual Machine kan:

Z75 wwarkflow Control

|»] Log ILog History I Audit History I Ewerts I

f ) = = 4155 PM
{ ES 2z [ lﬁl—| -
e = | DDD J | = il Ths Ff1zf201z
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Ejemplo de automatizacion
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El 1% saco la foto!!!!

Muchas
gracias por su
tiempo

El equipo de
STIC
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-:- Opalis Integration Server
Actions Edit Options 'fiew Help
|E-| | [7 gtart W Stop |iCheckIn ﬁ Check out F Unda Check Out I;:;,"lTest T | Operator Console

Connections at Mew Policy |

R M=E

=1y 51805001
EI@ Policies
) Produccidn

EIQ Mesa de Ayuda @
EIQ Setvicios ok )

E () Desarrallo Shart OF
¢ [H2) Compers_Desa_3180C
{ 15

-3 Ch Service Desk Start{stop
[#5) Compers_Prad_5180C8 Service
J Concursos_Prod_5180¢ - | \_ .

---Q DMIC_Prod_S180C533 £im Link —— % Failed —F @
- Gexweb_Prod

J SGR_Prod_S180CA33 Custam Start Stap Ser.vice Start Failed
3 308 115 Servid...

@[ TRY_Prod_5180C533
[#+2) Sun

M) Schedule

---.;1 futoconsulta_Prod

Q Ch Service Desk

[47) Compers_Desa_S1A0C599

[£-3) Compers_Prod_5180C506 @
“:' DOMAS Deploy Stop Faled
[ DOMES_Deploy

-3 Migracion de Aplicacianes
Q Respaldos

fe-) S180CY04_Prod

3 SCOM v
| ©

) Gexweb_Desa_5180C¢
=+ Produccion ’—b
Ok

Failed
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Achions  Edit  Oplions  Wiew  Help
@ | EE [ |iCheckIn F check ot 8 Undo checkout [ Test | 1| Operator Console

Eﬂ GexPrintSry Desarallo |

-1y 51805004
EI@ Palicies
-3 Adrian

,:| Fetnando
56 BOoR 8 8 e
- Nicolas Faled  Faled COM#  FaledStop  Faled Start  Failed Start

EJ Ricardo Shutda... Status Services COM+ Service
[ B-Minute-Dema & 4

-5 DataCenter
03 DataCenterBkP
203 Gexeb
R} cinicio Servi
._“| Restart Gexthy -
[#-03) Restart Gexth | [em ﬁ ﬁ % ﬁ % @
._“| Restart Gexthy
-3 Praducion Custom Start ShutDown  COM+ Status  Stop Service  Start COM+ Start Service Reinicio CK
40 QI oM+
(- SCEWeh
[+ SCOM
) SFEWeh
[ Sharepoint
[y Trigger Palicy ¥
E
[
E

¥
L

-2 YN WorkFlows

H{) WebService de 5F Send Platform Send Platfarm Send Platform
[y Working with FTR Event1 Event 2 Event 3
]@ Computer Groups
@ Ackion Servers
-3 Global Settings

Log

EHERS

ﬂ Log |L0g Histary | Lyclit History | Events I
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-:- Opalis Integration Server

fctions Edit Options Yiew Help

|E-| | P ctar: W Stop |Hcheckln , Checkout #5 Undo Check Out (:}Test | i Operator Console

Connections ﬁ Compers Desa |

L o o
B 5te0sont

E@ Palicies CompersTep CompersTcp
: - Pracess Sta End Process
=) Produceidn

EIQ Mesa de Ayuda
[=-3) Servicios @ @

EQ Desarrallo . .
) Compers_Desa_S180C Stop;aﬂed Startﬁaﬂed

) Genexuslls_Desa_518

) Gexibeh Desa_S180C: [pec
EQ Produccion . @ - "ﬁ @

"'u:l (i Service Desk CompersTcp IsEmpty CompersTcp
Q Compers_Prod_S180C5 Process Status  CompersTep End Process
{5 Cancursas_Prod 5180 )
-3 DNIC_Prod 51800533 : % %HJ % @
-3 Gexeh_Prad a

---Q SGR_Prod_S180CA33 CCustam tart Stop Service Junction Stark Service Start CI;

-3 505
{23 TRY_Prod 51800533

|ReC
[+ Sun @ —+ @
=) Schedule

oy ComProcesos  IsEmpty ComPracesas
= P.utnconlsulta_Prod Process Status  ComProcesos End Proce...
[ CA Service Desk.

[+ Compers_Desa_3180C599
[#-3) Compers_Prod_51800506
£ DOMA4_Deplay

£ DOMES_Deploy l l
£ Migracion de Aplicaciones

[#-5) Respaldos @ @
[#-(3) 5180CYM4_Prad

[ SCOM - ComProcesos ComProcesas
| B

Process Sta..., End Process
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|88 System Center 2012 Orchestrator Runbook Designer

Actions  Edit  Options  Wiew Help

i Refresh | [ Run M Stop | W checkin | Checkout ‘B Undo Check Out %) Runbook Tester | [#) orchestration Console | (1) Evaluation version: 47 day(s) left

Connections

L A=

b 1.1 Execution-Policy | & 1.2, NET Framework 3.55p1 | @ 1.3, NET Framework 4 | & 1.4, Siverlight | & 1,5, Enable 115 Role |

Activities

S1805C 04
= fd Runbooks
=[] Ricarda
¥~ 999, 5C0 Check
| Logging
SCCRCH_Disk
| 1. Prerequisites
| 2.0 5QL2008R2
| 3. Managemt Server
| 4. Runboaok Server
| 5 Runbook Designer
| SCYMMZ01Z
L& Computer Groups
5 Runbook Servers
[#-1&7 Global Settings

Kl I

- —Execution Paolicy b ¢

Get

Execution-...

Compare — @ -Set- ExecutionP .. ¢

Palicy
Different ...

Set
Execution-...

Sk System

ﬂEnd Process

W et SNMP Varisble
“Hpanitor SHMP Trap
%’Querv WM

ef'e- Restart System
D’;JRun et Scripk
ERun Program
gRun S5H Command
I=?@Save Event Log
Ed send SHMP Trap
2 et SHMP Variable
D;::Ste:rt,l'Stop Service

[H] Scheduling
| Monitoring
= File Managemert
== Email
/¥, Motification
@ Utilties
E “Wirtual Machine Manager 2008R2
| Standard Logoing

|| Dt Protection Manager 2010
Text File Management

)| SC 2012 Data Protection Manager
Configuration Manager 2007
Opergtions Manager 2007 R2

SC 2 2 Operations Manager
@ Service Manager 2010

@ SC 201 2 Service Manager

E SC 201 2 Wirtual Machine Manager

g& Runkook Control
Log
G| x
Log ILog History | Audit History I Events I




|#% System Center 2012 Drchestrator Runbook Designer

Ackions Edit  Options  Wiew Help

3L Refrash | |} Bun W Stop | B checkIn |, Check Ouk “ Unde Check Gut Runbook Tester | Crchestration Console | (E—) Ewaluation version: 47 day(s) lsft

Connections

B Lo &

S1505C 04
E‘&'& Runbooks
=[] Ricarda
H- 7 999, SCO Check
| Logging
SCORCH_Dist
| 1. Prerequisites

| 3. Managemt Server
| 4. Runbook Server
| 5. Runbook Designer
| SCYMMEzOLZ
= Compuker Groups

{3 Runbook Servers
E]'"N:'ZI Global Settings

4] [+]

dh

2.1, Prerequisites | & 2.2, 3QL Installation |

mstall MET 3.5... & .%-li' — Restart Server .%-ljﬂ

Initialize: Data 1.2 MET 2. Restart
Framew. .. Server

Loy

Activities

WOk System

ﬂ End Process

S et SNMP Variable
A Manitor SHMP Trap
% Query Wk

?i- Restart System
l>;JRun JMet Script
@ Run Program
gRun SSH Cammand
L@Save Event Log
Ed 5end SHMP Trap
Sk SHMP Variable
&;:t StarkfStop Service

[ Scheduling

=l Monitoring

o File Management

== Email

J1, Motification

@ Utilties

@ Yirtual Machine Mansger 2008R2
Stancard Loging

Data Protection Manager 2010
== Text File Managemert

SC 201 2 Data Protection Manager

Configuration Manager 2007
Operstions Manager 2007 B2

SC 201 2 Qperstions Mansger

@ Service Manager 2010

@ SC 201 2 Service Manager

E SC 201 2 Yirtual Machine Manager
5";& Runbook Contral

G

| X

Liog

ILog History I Auclit History | Ewverits I




|#% System Center 2012 Drchestrator Runbook Designer mE

Ackions Edit  Options  Wiew Help

3L Refrash | |} Bun W Stop | B checkIn |, Check Ouk “ Unde Check Gut Runbook Tester | Crchestration Console | (E—) Ewaluation version: 47 day(s) lsft

Connections
kB xlo &

S1505C 04
_"1'& Runbooks
=[] Ricarda
-] 999, SO0 Check
| Logging
| SCORCH_Dist
; 1. Prerequisites
2. 8QLz00sR2
3. Managemt Server
-] 4, Runbook Server
[~ 5 Runbook Designer
| SCYMMEzOLZ
= Compuker Groups
3 Runbook Servers
[ Global Settings

4] [+]

&b 3.1, Prerequisites | % 3.2, Restart Server 3.3, Management Server |

Initialize: Data

Inztall — D' I

Activities

WOk System

ﬂ End Process

S et SNMP Variable
A Manitor SHMP Trap
% Query Wk

?i- Restart System
l>;JRun JMet Script
@ Run Program
gRun SSH Cammand
L@Save Event Log
Ed 5end SHMP Trap
Sk SHMP Variable
&;:t StarkfStop Service

[ Scheduling
=l Monitoring
o File Management
== Email
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@ Utilties
[T] Wirtual Machine Manager 2008R2

e

| |
|| Dt Protection Manager 2010

Stancard Loging

Text File Managemernt

SC 201 2 Data Protection Manager
Configuration Manager 2007
Operstions Manager 2007 B2

SC 201 2 Qperstions Mansger

@ Service Manager 2010

@ SC 201 2 Service Manager

E SC 201 2 Yirtual Machine Manager
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'#% System Center 2012 Drchestrator Runbook Designer =)

Ackions  Edit  Options  Wiew Help
3L Refrash | & Bun W Stop | B checkIn |, Check Ouk “Undo Check Gut Runbook Tester | Orchestration Caonsole | @ Ewaluation version: 47 day(s) lsft

Connections # 3.1. Prerequisites | By 3.2, Restart Server 48 3.3. Management Server | Activities
LR £y System
= S1a0sCoe ﬂEnd Process
£1- {8 Runbooks E et SMP Variable
=k | Ricarda -_EMonitor SMNMP Trap
| 999, 500 Check = query W
| Logging Inztall —= [ fl- Restart Syskem
| SCORCH_Dist . b= Run Mek Scripk
T . Initialize Data Management
| 1. Prerequisites Server Ins... ERun Frogram
2, 20QL2005R2
! ) Management Server Installation Properties ?Run 55H Command
| 3. Managemt Serwver @Save Event Log

4, Runboak. Server R
' Run .Net Script Ed send SHP Trap

- 5. Runbook Designer - e @Set SHMP Yariable
_ | SCYMMZO012 Define the language and script, %:;Start,l'Stop Service
 Computer Groups
_; Runbook Servers
[]---ﬁ Global Settings r Language
General Tvpe |PDwerSheII J
(Details [ 3cript
$isExecutionPolicyUnrestricked = Invoke-Command -Computerame "{Se1 «
Advanced
$3ervicelserMame = {ServiceUserName from "Initialize Data™}
) $ServicePassword = {ServicePassword from “Initialize Data™}
Published Data $0EServer = {DBServerName from "Initialize Data"}
Run Behawior [Swstem. IO, Directory]: :SekCurrent Direckory("$scripbContainer  OpaliskiC) 2 [H] Scheduling
cd "$scriptConkaineryOpalisRC Setup” ‘| Monitoring
$progstart = "setup,sxe” w2+ File Management
$args = "/Silent [ServicellserMame:$5ervicelseriame [ServicePassword:: £ Ermail
start-nrnress fnrnnstart farns -waited ;I J1, Motification

@ Utilties
[T] Wirtual Machine Manager 2008R2

e

Finish I Cancel | Help |

| Standard Logging
Data Protection Manager 2010

== Text File Managemert

SC 201 2 Data Protection Manager
Configuration Manager 2007
Operstions Manager 2007 B2

SC 201 2 Qperstions Mansger
Service Manager 2010

SC 201 2 Service Manager

E SC 201 2 Yirtual Machine Manager
é‘é Runbook Contral

Loy
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rchestrator - Windows Internet Explorer

g‘__‘ - I'\% http: fflocalhost: &2 # fRunbookDefinitionPage$runbookId=e6d1 7F435-c0ce-4baa-Sc 10-2 ,Dj B || || X (2 Orchestrator
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~_ System Center 2012
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e |

%' Runbook Summary for '1.1 VM Restart’
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o" Opalis Integration Server
Ackions Edit  Options  Wiew Help

|E—| | [ Start W Stop | i Check In ycheckOut ¥ Undo Check Gut {;}Test | i | Operator Console

Cannections 4 1. Tricio Deploy | Okjects
RO a8 e 2 System
LS00 —— oR fJEnd Process
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